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Privacy policy for external business partners 
We are committed to protecting your personal data. Throughout Hydro Group we have implemented compulsory internal data protection regulations (“Binding Corporate Rules”). We will process your data in compliance with statutory provisions (GDPR; national data protection regulations) and as described herein. 
This Privacy Policy applies to data processings by Hydro Aluminium Rolled Products GmbH / Hydro Aluminium Deutschland GmbH (both registered at Aluminiumstraße 1, D-41515 Grevenbroich, Germany; email: info.gv@hydro.com; phone: +49 2181 / 66 01), Hydro Aluminium Dormagen GmbH (Sachtlebenstr. 46, D-41541 Dormagen, phone:  +49 2133 779400), and for Hydro Aluminium Rolled Pro-ducts AS, Weidemanns gate 8, 3080 Holmestrand, Norway; phone: +47 33 05 42 00). Your contract and any related communications will indicate which of these companies is the controller of your personal data. For general information on the data processing principles of Hydro Group, please go to: https://www.hydro.com/en/data-protection-in-hydro/privacy-statement/. 
I. Processing for purposes of contract performance
We will process the data provided by you as our customer or supplier (in the following “business partner”) in connection with the preparation or conclusion of a contract. In addition to your professional contact details, this includes in particular all information exchanged, like emails, orders, requests regarding products or specifications, and payment data. In case of a current business relationship, you have to provide the personal data required for the preparation and performance of contracts as well as data we are obliged to process pursuant to statutory provisions; otherwise we cannot fulfil the contracts.
We will process the data provided to us for the purpose of contractual performance. In this context, we may also engage specialized service providers. The processing of your data for contractual performance comprises the use of such data for rendering contractually agreed services, including the provision of services or the processing of warranty claims. This may also involve our accounting, finance, and controlling departments. Further details on the purposes are inclu-ded in the respective contract documents. The legal basis for this data processing is Art. 6 para. 1, sentence 1, letter b GDPR.

To verify your address and creditworthiness we may obtain data on your company’s address and credit rating, including data ascertained on the basis of mathematical statistical techniques (scoring), from credit agencies and credit insurance companies. This may occur prior to the acceptance of an order with the aim to verify your identity and creditworthiness und thus minimize our economical risks. Upon request, we will provide information on the credit agencies and credit insurance companies we use. We will evaluate the information provided by credit agencies and credit insurance companies as well as your payment history with us internally to possibly establish a basis for the granting of a credit line. This data processing is carried out on the basis of Art. 6, para. 1, sentence 1 letter f GDPR.
The data collected by us for contract preparation and execution purposes may also be transferred to our external auditors and/or tax consultants for purposes of auditing and consulting. The data collected by us for the purpose of contractual performance will remain stored as long the purposes under this Privacy Policy and / or retention obligations pursuant to Secs. 146 et seq. German Revenue Code (AO) and/or Sec. 257 German Commercial Code (HGB) exist. The legal bases for the data processing are Art. 6 para. 1, sentence 1, letter b GDPR with respect to warranty claims and Art. 6 para. 1, sentence 1, letter c GDPR with respect to compliance with legal obligations.
II. Transfer of data within the Hydro Group of companies 
We may transfer your core data and order data (company name, contact person, address, contact details like phone number and email address, information on purchase orders) to other Hydro Group companies and/or update such data to ensure that uniform core data are available to all group companies involved in a transaction with you (e.g. processing of a contract). 
Since customer orders are processed in Norway or in Germany (by Hydro Rolled Products GmbH / Hydro Aluminium Rolled Products AS), the access to your order data throughout the group ensures smoother order processing, manufacturing, and delivery. The legal basis is Art. 6 para. 1, sentence 1, letter f GDPR. Your rights will be protected by internal contractual provisions on data protection. 
In individual cases, your data may also be processed by companies of the Hydro Group in countries outside the European Union (EU) or the European Economic Area (EEA). In such cases, the Binding Corporate Rules approved by the data protection authorities will ensure an adequate level of data protection. Such data are subject to the regulations on erasure described above. For an overview of the respective companies and contact details please see: https://www.hydro.com/en/about-hydro/hydro-worldwide/.
III. Processing to retain and promote customer / supplier relationships 
We may occasionally use your name, address and contact data as our contact person in an existing / prospective business relationship for purposes of customer / supplier retention and the promotion of new customer / supplier relationships. To this end, we may in individual cases use the services of service providers (like print shops or letter shops) engaged and monitored by us. We will provide further information (including via our newsletter) about the products and services of Hydro Group, invite you to trade fairs and special customer events, and may ask you to participate in customer / supplier satisfaction surveys. Our aim is to keep you updated on new developments regarding our products and to ensure the establishment of a long-lasting business relationship.

If we have obtained your consent or if we may rely on presumed consent – e.g. in case of current business relationships or prior communications – we will use your phone number for marketing purposes. Moreover, we will use the email addresses of contact persons obtained upon the conclusion of a contract for the promotion of similar offers. 
To achieve the goals associated with the use for marketing purposes, we will process the respective data as long as the respective product is on offer and you continue to be our business partner, except where we obtain your consent for a use beyond such period and / or where data are subject to statutory retention obligations. If you exert your right to object – for more detailed information please see V. below – this may result in a shorter processing period. 
The legal basis for the use of data for marketing purposes is Art. 6, para. 1, sentence 1, letter f GDPR or, if we have obtained your consent, Art. 6, para. 1, sentence 1, letter a GDPR. Further information regarding your rights in connection with the use for marketing purposes and in particular your right to object please see below.

IV. Processing for compliance with legal obligations
Like every company in Europe, we are subject to various legal obligations to verify the data of our business partners. In this context, we will only process your personal data to the extent required by statutory provisions. In order to comply with legal obligations, it may be necessary to process your data partially automatically to evaluate personal aspects (profiling). Unless you are expressly informed, no automated individual decisions are made. The legal basis is Article 6, para. 1, sentence 1, letter c GDPR in conjunction with respectively applicable legal provisions.

These legal requirements relate in particular to: 

· prevention of fraud and money laundering

· monitoring and reporting obligations under tax law

· assessment and management of risks within the Group

· sanction lists.

V. Your rights as a data subject
Pursuant to Art. 15 et seq. GDPR every data subject has, in principle, the right of access to and rectification or erasure of its data, the right to restriction of processing, to data portability, the right of revocation and the right to object. Moreover, every data subject has the right to lodge a compliant with the competent data protection authority. 
You may at any time object to the processing of your personal data for marketing purposes, including the analysis of business partner data and the transfer of data to third parties for marketing purposes, without giving reasons. 
You can reach the data protection officer of Hydro Aluminium Rolled Products GmbH / Hydro Aluminium Deutschland GmbH at: datenschutz.had@hdyro.com. 

For any questions regarding data protection at Hydro Aluminium Rolled Products AS please send an email to: privacy@hydro.com or fill in the contact form provided at www.hydro.com (select “Data Privacy”).
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